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About DECA

As the peak industry body for Australia’s blockchain, digital asset, Al, and Web3 sectors, the
Digital Economy Council of Australia (DECA) champions responsible innovation. We
collaborate closely with government bodies and regulators to establish frameworks that
ensure Australia remains a globally competitive leader in the digital economy. DECA

gratefully acknowledges the valuable insights provided by our members in shaping this
response.

For further inquiries please contact:

® Amy-Rose Goodey, CEO —amy-rose@deca.org.au

e Alec O’Sullivan, Head of Operations — alec@deca.org.au
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1. Issue: VASP Classification and the Self-Hosted Wallet "Regulatory Cliff"

Response

DECA strongly opposes the issuance of the Chapter 4 exemption. We request that
AUSTRAC amend the rules to reflect that a VASP is never a "Beneficiary Institution"
for a self-hosted wallet transfer, unless returning funds to an existing customer.

Commentary

The current Exposure Draft (Chapter 4) and Explanatory Statement introduce a critical
contradiction by defining a VASP as a "beneficiary institution" when a customer withdraws
funds to a self-hosted wallet (SHW). This relies on a flawed analogy to traditional banking
that simply does not apply to the crypto space.

The concept of a customer having their own bank account that they personally manage as
their own beneficiary institution does not exist in traditional finance, but it is the
foundational reality of self-hosted digital wallets. On a decentralized blockchain, a VASP’s
role is purely ministerial. The VASP does not "make funds available"; it merely broadcasts a
cryptographic message. Therefore, a VASP acts solely as an Ordering Institution.

The Danger of the Exemption

While we acknowledge AUSTRAC's attempt to provide relief via a $1,000 threshold
exemption, issuing this exemption risks binding the industry to a highly problematic
interpretation of the law. If DECA accepts the exemption, we inadvertently accept the false
premise that third-party SHW controllers are our "customers" receiving a designated service.

Instead of issuing an exemption for an incorrect classification, AUSTRAC should recognize
that a self-hosted wallet should never be considered a beneficiary institution unless the
VASP is operating as an ordering institution returning funds to an existing customer for
whom CDD has already been performed. In lieu of this flawed classification, DECA reiterates
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our proposal for a risk-based approach relying on mandatory, real-time blockchain analytics
screening of destination wallets, rather than impossible third-party CDD requirements.

The Risk of Unworkable Obligations

If unworkable CDD requirements on third-party wallets force Australian VASPs to severely
limit or block these transfers, the consequences for law enforcement will be severe. It is
more effective to regulate high-risk financial activities such as cryptocurrencies than to push
illicit actors into completely unregulated channels like hawala networks or offshore, no-KYC
crypto exchanges.

When activity occurs within a regulated framework, authorities can impose customer due
diligence (KYC), transaction monitoring, record-keeping, reporting obligations, and audit
requirements, all of which generate transparency and investigative leads. This visibility
enables law enforcement to detect suspicious patterns, freeze assets, and build
prosecutable cases. By contrast, driving money launderers and terrorist financiers into
informal or offshore systems reduces oversight, fragments intelligence, and makes law
enforcement investigations more difficult. Well-designed regulation does not legitimize
criminal use; rather, it brings activity into the light, raises compliance standards across the
industry, protects legitimate users, and strengthens the overall integrity of the financial
system.

2. Issue: Travel Rule — Counterparty Due Diligence

Response

DECA urgently requests that AUSTRAC remove or significantly defer the positive
obligation on VASPs to determine whether a counterparty VASP is sufficiently
licensed or registered.
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Commentary

The draft imposes a net-new obligation requiring Australian VASPs to determine the
licensing or registration status of a counterparty custodial VASP before a transaction can
proceed. This introduces an impossible technical and operational burden.

e Technical Impossibility: It is highly problematic to definitively ascribe a specific wallet
address to a particular legal entity, let alone determine if that entity is sufficiently
licensed or even subject to registration obligations in its home jurisdiction.

e Global Misalignment: This requirement is completely unique to Australia. It is not
required by FATF Recommendations 15 or 16, and none of Australia’s like-minded
counterparts (the UK, US, New Zealand, or Canada) impose this obligation.

e Operational Deadlock: If an Australian VASP cannot determine the licensing status
on reasonable grounds, they cannot proceed with an inbound leg and cannot credit
their customer. This leads to a scenario where funds accumulate in limbo wallets
indefinitely.

DECA strongly urges AUSTRAC to defer this obligation, as it forces compliance teams to
attempt a task that is practically unachievable and creates massive friction without a
commensurate AML/CTF benefit.

3. Issue: Reporting Groups ('Opt-Out' Model)

Response

DECA supports the introduction of the 'opt-out' reporting group model. Reducing the
administrative burden for entities to form a reporting group by default allows
resources to be better allocated to risk management.
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Commentary

We note that many digital asset businesses operate with complex structures. The shift to a
default inclusion model simplifies compliance for standard corporate groups. However, we
request that AUSTRAC provide clear guidance on how this "control structure" test applies to
Decentralized Autonomous Organizations (DAOs) or looser associations common in Web3.
There is a risk that unaffiliated entities participating in the same governance protocol could
be inadvertently deemed a "reporting group" under strict definitions of control, a complexity
not often addressed in traditional corporate group definitions.

4. Issue: Monitoring for Prohibited Hate Group Offences

Key Point

New monitoring obligations require specific guidance and typologies to be effective.

Response

While DECA supports the objective of preventing the financing of hate groups, we
request AUSTRAC provide specific indicators or typologies relevant to identifying
"hate group offences" in a digital asset context.

Commentary

Identifying "hate group" financing is distinct from traditional Terrorist Financing (TF) or
Money Laundering (ML). Unlike TF, which often involves sanctioned entities, hate groups
may be domestic, decentralized, and use "crowdfunding" tactics that mimic legitimate
charitable giving.

Most jurisdictions, including the UK and US, address hate groups through broader domestic
extremism or terrorism financing frameworks rather than specific "Hate Group" AML
provisions.! By carving this out explicitly, Australia is entering new regulatory territory.
Without clear "Red Flag" indicators, such as specific keywords in payment references or
known symbol association, reporting entities may struggle to distinguish hate group

" FATF, Ethnically or Racially Motivated Terrorism Financing (2021), p. 8 (noting the lack of uniform definition
across jurisdictions).
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financing from legitimate freedom of political association, leading to defensive
over-reporting.

5. Issue: Technical Amendments & Clarifications

Response

DECA supports the technical clarifications to CDD provisions and the extension of
timeframes to verify KYC information previously verified by another party.

Commentary

Clarifying these obligations reduces ambiguity and aids in the automation of compliance
processes. As the sector relies heavily on automated onboarding and monitoring, precise
rules allow for better "compliance by design" in our platforms.
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