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Setting the scene: Charming Kitten
steps into the light

Over the past few years, crypto crime has become increasingly industrialised;
illicit organizations now operate large-scale on-chain infrastructure to help
transnational criminal networks procure goods and services and launder their
ill-gotten crypto. Against that backdrop, we have seen nation-states moving
into this space, both by tapping into these same professionalized service
providers and by standing up their own bespoke infrastructure to evade

sanctions at scale. The Bybit exchange hack in February 2025, which resulted

in the theft of nearly $1.5 billion worth of ether (ETH), has crystallised just how
far nation-state actors are prepared to go and how effectively they can exploit

weaknesses in Web3 infrastructure and its Web2 supply chain.

At the same time, those cases highlighted a critical counter-trend: the inherent
transparency of blockchains gives investigators a powerful advantage in
tracing funds, coordinating freezes and improving defences across the

ecosystem.

The Charming Kitten leak offers a complementary view of crypto’s role on the
espionage side of the ledger. Charming Kitten is believed to sit within the
Intelligence Organisation of Iran’s Islamic Revolutionary Guard Corps (IRGC).
For over a decade, the group has shifted to running structured campaigns

against private and government targets.

In 2025, Charming Kitten’s internal material was made public as a result of a
data leak. The documents include organisational charts, playbooks,
infrastructure spreadsheets, and crucially for the digital-asset industry, a

payment ledger tied to infrastructure purchases using cryptocurrency.

For DECA members, this provides an insight into how an Iranian state actor
uses a combination of Web2 tradecraft, infrastructure-as-a-service (laaS) and

cryptocurrency to run long-term
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https://www.chainalysis.com/blog/bybit-exchange-hack-february-2025-crypto-security-dprk/

espionage campaigns, and how blockchain transparency can, in turn, be

used to expose and disrupt that activity.

This is also a window into a broader shift: virtually all major nation-state
APTs now rely on infrastructure-as-a-service (laaS) bought and paid for with
cryptocurrency. From domains to VPNs, bulletproof hosting and proxy
services, layered on top of familiar Web2 tradecraft. Iran’s Department 40
and the Charming Kitten operation Charming Kitten (APT35) appears as a
unit inside lran’s IRGC Intelligence Organisation: leaked organisational
charts show a clear chain of command in its Counter-Intelligence Division,
with teams for different functions from infrastructure compromise, social
engineering, and finance/logistics, all tracked through leaked financial

documents.

The leaks show that Charming Kitten manages infrastructure with the same

discipline as its operations: a “unified infrastructure” workbook lists servers,
credentials, and internal storage systems while a Bitcoin payment ledger
records each BTC transaction used to pay for virtual private servers, VPNs,
bulletproof hosting, and domain registrars. As seen in the chart below, the
crypto payments flow directly to hosting providers and other laaS or are

routed through merchant services or regulated exchanges.

In this model, cryptocurrency is not primarily a target, as it often is for

DPRK-linked hackers, but a payment rail to acquire and renew the

infrastructure underpinning long-term espionage.
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The crypto investigation: turning a
leaked ledger into leads

Mapping the service landscape

Using Chainalysis blockchain analytics, which includes a global attribution
dataset, intelligence analysts clustered each address in the leaked ledger to its
underlying entity. Most of the destinations resolved to laaS-style providers such
as hosting companies, VPN and proxy services rather than to Charming Kitten
directly, which is consistent with these being payments for services rather than
Charming Kitten controlled wallets. However, using blockchain analytics we can
trace back to the sender of the funds to identify Charming Kitten-controlled
wallets even if they were not explicitly posted in the leaks, as shown in the below
graph. A smaller group were also identified as deposit addresses at large
regulated exchanges, a reminder to all the industry that state-sponsored
cybercrime is a global problem and one which can be met with industry

awareness.
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Legend:
e Blue =laaS
e Dark blue = exchange
e Orange = merchant
e Yellow = unhosted/private wallets

e Green = Charming Kitten-attributed clusters

As seen on the Chainalysis Reactor graph, the payment flows map out several

infrastructure providers and intermediaries including “bulletproof” registrars
alongside merchant and payment services and deposit addresses at major
exchanges in the US and Asia where they were very likely depositing to laaS with

accounts nested there.

Viewed through the broader lens of criminal enabler, the ledger reinforces a

broader point about the role of l1aaS in malicious activity.

Many of the laaS entities identified in the leak are openly advertised on the
clearnet and discussed in underground forums. They serve a broad customer
base, from ordinary high-risk content hosting through to botnets,

cybercrime-as-a-service offerings and state-linked actors like Charming Kitten.

The value of the Charming Kitten dataset is therefore twofold. First, it provides
detailed insight into a specific nation-state actor and how it procures and funds
its infrastructure. Second, and more importantly for the broader intelligence
community and DECA members, it illustrates that laaS providers can play an
important part of the backbone of malicious cyber activity in general, regardless

of language, ideology or final action on target.

For DECA members, the key point is that even when digital assets are being used
“only” to rent servers and buy VPNs, those payments can be traced, clustered and
turned into actionable intelligence, supporting sanctions enforcement,
national-security investigations and stronger risk management across Australia’s

digital-asset ecosystem.
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How the industry can strengthen

its defences

Remote-access tools, VPNs, cloud
platforms, legal-tech systems and laaS
providers used by exchanges and
custodians should be inventoried,
patched aggressively and brought
under strong monitoring and access
control. These services often sit on the
path to keys, admin consoles and
case-management systems, even when
on-chain  infrastructure itself is

uncompromised.

Insights into how threat actors use laaS
and related payment rails should be
treated as context for threat analysis
and a metric to inform targeted
reviews, risk screening and reporting
where other red flags already exist,
rather than as a reason to screen or
block all laaS-related activity by
default.

WWW.DECA.ORG.AU




but also into targeted legal requests to hosting, payment and cloud providers
that may hold relevant accounts, billing or access-log data. In this way, laaS
and merchant services become active cooperation points for disruption, not
just additional risk signals.

Taken together, these three areas support a culture of continuous learning
and adaptation: using each major case, whether a theft or an espionage-driven
campaign, to refine joint playbooks, update typologies and improve both
Web2 and Web3 defences across Australia’s digital-asset ecosystem.

Charming Kitten is a reminder that cryptocurrency’s story in national security
is not confined to high-profile thefts, money laundering and cross-border
trade. It is also a story about infrastructure, logistics and regime support and
about how the same technology that enables those operations can be used to
expose and constrain them.

For Australia’s digital-asset ecosystem, strengthening defences therefore
means hardening both Web2 and Web3 layers, treating 1aaS and supply-chain
services as part of the crypto risk surface, and making full use of blockchain
transparency to support prevention, disruption and, when necessary,
attribution.

By Nathan Ackarie, Chainalysis
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