
Digital Economy Council of Australia 

SUBMISSION TO THE TREASURY 

Scams Prevention Framework: Codes and Rules Exposure 
Draft 

Submitted by the Digital Economy Council of Australia (DECA) 

To: Scams Policy Branch, The Treasury (scamspolicy@treasury.gov.au) 

Date: 25 June 2026 

Re: Consultation c2026-765133 (draft SPF codes and rules) 

About DECA 

The Digital Economy Council of Australia (DECA) is the nation’s peak industry body for the digital 

economy, representing businesses across blockchain, digital assets, artificial intelligence and related 

technologies. Our members include digital asset exchanges, payments and infrastructure providers, 

custody businesses and technology firms that operate at the intersection of finance and the broader 

digital economy. Many of our members are themselves frequent targets of sophisticated scams, 

impersonation and brand abuse, and they invest substantial resources in protecting consumers. 

DECA welcomes the opportunity to respond to the exposure draft of the codes and rules made under 

the Scams Prevention Framework (SPF).1 We support the policy intent of the SPF and the 

Government’s ambition to deliver world-leading protections against scams. The comments below are 

directed at a single, constructive objective: ensuring that the codes and rules achieve that intent 

without unfairly capturing, or imposing disproportionate consequences on, the digital asset sector 

and the wider digital economy. 

Executive summary 

DECA supports the SPF and its objectives. We also note, with approval, that the Regulated Sectors 

Designation 2026 does not designate digital asset businesses as a standalone regulated sector. The 

designated digital platforms sector is confined to instant messaging, internet search and social media 

services,2 and the banking sector is confined to authorised deposit-taking institutions (ADIs) and 

ADI-issued purchased payment facilities. A digital asset exchange, wallet or settlement service falls 

within none of these definitions. That scoping is appropriate, because the obligations in the draft 

code are engineered around custodial fiat banking and mass-market consumer platforms, not around 

the technology and risk profile of digital asset services. 

DECA’s central concern is therefore not that the digital economy is named in the current instruments, 

but that the framework’s open-ended design, and several specific provisions, could draw the digital 

economy in unfairly, whether directly through future designation or indirectly through the conduct 

the codes require of banks and digital platforms. In summary, we raise six issues: 

•​ Scope discipline and future designation. The framework should not be extended to digital 

asset or payments businesses without bespoke, sector-specific consultation and cost-benefit 

2Competition and Consumer (Scams Prevention Framework—Regulated Sectors) Designation 2026 (Cth), F2026L00627, 
Parts 2 to 4. 

1Scams Prevention Framework Act 2025 (Cth), which inserts Part IVF into the Competition and Consumer Act 2010 (Cth). 
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analysis. Obligations designed for banks and social media should not simply be read across to 

a different industry. 

•​ Entrenchment of debanking. The banking prevention provisions, backed by civil penalties, 

create a powerful incentive for banks to treat all transfers to digital asset businesses as 

“high-risk” and to de-risk by category, entrenching the debanking the Government has 

committed to address. 

•​ Purchased payment facilities and stored-value innovation. The banking limb should be 

confined to ADI-issued facilities and should not be read across to non-ADI stored-value, 

stablecoin or tokenised-money arrangements absent separate designation. 

•​ Advertiser licence verification. The requirement for platforms to verify an advertiser’s 

Australian licence risks de-platforming lawful Australian digital asset businesses while the 

sector’s own licensing regime is still being settled. 

•​ Definitional uncertainty at the edges. As digital asset services add social and messaging 

features, there is genuine uncertainty about when a business tips into “regulated digital 

platform” status. The explanatory materials should resolve this with worked examples. 

•​ Proportionality for smaller firms. Many digital economy businesses are small or early-stage. 

The “reasonable systems, processes and resources” standard and civil penalties should be 

applied with genuine, consistent proportionality to scale. 

Our recommendations are consolidated at the end of this submission. 

1. DECA supports the framework’s intent 

Scams cause serious financial and emotional harm to Australians, and the digital asset sector is far 

from immune. Our members are routinely impersonated by fraudulent “clone” websites and fake 

investment platforms, and digital assets are frequently the rails through which scam proceeds move.3 

DECA members have a direct commercial and ethical interest in reducing scams, and many already 

operate transaction monitoring, scam warnings, takedown processes and consumer education that 

meet or exceed the substance of the draft code’s principles. 

DECA therefore approaches this consultation as a supporter of the SPF’s objectives. Our comments 

are an argument for precise, technology-neutral and proportionate drafting, so that the framework 

targets scam conduct rather than penalising lawful participants in the digital economy or the 

consumers who use them. 

2. Scope discipline and the risk of premature designation 

The SPF is a framework instrument. The Minister may designate further regulated sectors over time, 

and the Government has consistently described banking, telecommunications and digital platforms 

as the first sectors. DECA is concerned that digital asset and payments businesses are an obvious 

candidate for future designation, and that designation could occur by analogy to the existing sectors 

rather than on the basis of a fit-for-purpose assessment of how scams actually occur in, and can be 

disrupted within, digital asset services. 

3By way of illustration of the sector’s exposure, Commonwealth Bank of Australia publicly estimated in 2023 that around 
one in three dollars scammed from Australians touches cryptocurrency. DECA cites this not to minimise the issue but to 
underline that its members have a direct interest in effective, well-targeted scam prevention. 
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The draft code illustrates the problem. Its obligations assume a custodial intermediary that holds 

customer funds in fiat, can recall or reverse payments, can freeze accounts, and verifies the identity 

of every “direct consumer.”4 Several of these assumptions map poorly onto non-custodial, on-chain 

or settlement-layer services, where transactions may be irreversible, counterparties may be 

pseudonymous, and the provider may not stand between the consumer and the funds in the way a 

bank does. Copying bank-style duties onto such services would impose obligations that are 

technically impossible to satisfy, while doing little to disrupt the actual scam. 

Comparable jurisdictions have shown the value of scope discipline. Singapore’s Shared Responsibility 

Framework is deliberately confined to financial institutions and telecommunications operators, and 

to a defined class of phishing scams; calls to extend it to messaging and social media platforms were 

considered and not adopted.5 The United Kingdom’s mandatory reimbursement regime for 

authorised push payment fraud applies to payment service providers only, and does not impose 

parallel duties on telecommunications providers or digital platforms.6 In each case the regulator 

scoped narrowly and deliberately, by reference to clearly defined services, rather than sweeping in 

adjacent industries. 

DECA recommends that the explanatory materials state expressly that any future expansion of the 

SPF to additional sectors, including any digital asset or payments sector, will be preceded by 

dedicated consultation and cost-benefit analysis, and that the obligations for any new sector will be 

re-engineered for that sector rather than transposed from the banking or digital platforms codes. 

3. The banking code must not entrench debanking 

This is DECA’s most significant concern. The banking prevention provisions require regulated banks to 

identify “high-risk” transactions and activities, to warn consumers about them, to identify scam 

transactions, and to take action to limit high-risk transactions and activity. Each of these is a civil 

penalty provision.7 The combination of a broad “high-risk” trigger with personal liability creates a 

rational incentive for banks to manage their exposure at the category level, by treating all transfers to 

digital asset businesses as inherently high-risk and limiting or refusing them, rather than by assessing 

individual transactions on their merits. 

That outcome would entrench the very debanking the Government has committed to address. In its 

28 June 2023 response to the Council of Financial Regulators’ review, the Government accepted that 

debanking stifles competition and innovation and disproportionately harms digital currency 

exchanges, financial technology firms and remittance providers, and asked the major banks to take a 

7Draft code, ss 3-4 to 3-7 (banking prevention provisions), each of which is a civil penalty provision under s 6-1. 

6United Kingdom Payment Systems Regulator, Faster Payments and CHAPS authorised push payment (APP) scams 
mandatory reimbursement requirement, in force 7 October 2024. The requirement applies to payment service providers 
participating in the relevant payment systems, with reimbursement capped at GBP 85,000 per claim. It does not impose 
duties on telecommunications providers or digital platforms. 

5Monetary Authority of Singapore and Infocomm Media Development Authority, Guidelines on the Shared Responsibility 
Framework, in force 16 December 2024. The framework is deliberately confined to financial institutions and 
telecommunications operators, and to a defined class of phishing scams. Calls during consultation to extend it to messaging 
and social media platforms were not adopted. 

4Competition and Consumer (Scams Prevention Framework—SPF Codes) Instrument 2026 (Cth), exposure draft (the draft 
code). 
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more transparent, case-by-case approach.8 A code that rewards blanket de-risking of digital asset 

payees would cut directly against that policy, and against the Government’s parallel work to license 

and legitimise the sector. 

DECA does not ask for digital asset transfers to be exempt from scrutiny. We ask only that the code 

be drafted, and the explanatory statement worded, so that scrutiny is proportionate and 

evidence-based rather than category-based. Specifically: 

•​ “High-risk” under s 3-4 should be assessed on transaction-specific, behavioural and 

contextual indicators, not on the mere fact that the payee is a registered digital asset 

business. 

•​ “Limiting” action under s 3-7 should be proportionate to the assessed risk of the specific 

transaction and should not, of itself, license a blanket prohibition on payments to a lawful 

category of business. 

•​ Targeted warnings under s 3-5 should be accurate and neutral, and should not stigmatise 

lawful digital asset activity in a way that itself causes consumer harm or unwarranted 

reputational damage.9 

This approach is consistent with international practice. The United Kingdom pairs liability with a 

requirement that “positive frictions” be proportionate, and the FCA has identified poorly designed 

scam warnings as a source of foreseeable consumer harm. Singapore’s high-risk controls are defined 

by reference to specific events, such as the activation of a digital token or a login from a new device, 

rather than by reference to the category of counterparty.10 

4. Purchased payment facilities and stored-value innovation 

The banking designation extends to “the provision of a purchased payment facility by an ADI.”11 DECA 

notes that, as Treasury’s payments licensing reforms introduce a tiered framework for payment 

service providers and stored-value facilities, and as stablecoin and tokenised-money products 

develop, there is a risk that this limb is read across, over time, to non-ADI stored-value and 

digital-money arrangements. That would apply bank-style scam obligations to payments and 

digital-money innovators that are neither ADIs nor structured like them. 

DECA recommends that the explanatory statement confirm that the purchased payment facility limb 

is confined to facilities provided by ADIs, and that any application of the SPF to non-ADI stored-value, 

stablecoin or tokenised-money arrangements would require separate designation and dedicated 

consultation, consistent with the scope-discipline point in section 2 above. 

5. Advertiser licence verification risks de-platforming lawful businesses 

Under the digital platforms code, before an advertisement is published a regulated digital platform 

must verify that, where the advertised product or service requires the advertiser to hold a licence in 

11Designation 2026, s 11(2). A covered banking service is limited to a service provided by an authorised deposit-taking 
institution (ADI) carrying on banking business, or the provision of a purchased payment facility by an ADI. 

9Draft code, s 3-5 (targeted warnings) and s 2-7 (brand impersonation). 

8Australian Government, response to the Council of Financial Regulators’ review of potential policy responses to debanking, 
28 June 2023. The Government acknowledged that debanking can stifle competition and innovation and disproportionately 
affects digital currency exchanges, financial technology firms and remittance providers. 
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Australia, the advertiser holds the requisite licence.12 For most digital asset products, the licensing 

position is presently in transition: the digital asset platform and financial services licensing 

framework for the sector is still being settled, and businesses operate in the interim under 

transitional regulatory arrangements, including ASIC’s transitional no-action position. A platform 

cannot readily verify a “licence” that is itself transitional, conditional, or not yet defined. 

The practical consequence is over-blocking. A risk-averse platform, facing civil penalties, will 

rationally refuse or remove lawful Australian digital asset advertising because it cannot satisfy itself 

that a clear licence exists, even though the advertiser is operating entirely lawfully. The provision 

would thus capture, and suppress, lawful participants in the wider digital economy as a side effect of 

a scam-prevention duty. It would also disadvantage compliant Australian businesses relative to 

offshore actors who do not advertise on regulated platforms at all. 

The United Kingdom offers a more workable model. Rather than asking platforms to adjudicate 

licensing, the UK regulates cryptoasset promotions through a dedicated financial-promotions regime 

with four clearly defined lawful routes: communication by an authorised person; approval by an 

authorised person; communication by an FCA-registered cryptoasset business; or reliance on an 

exemption.13 The platform’s task becomes “is this promotion lawful under a defined route,” which is 

verifiable, rather than “does this advertiser hold a licence,” which currently is not. The UK’s parallel 

duty on platforms to prevent fraudulent advertising is itself scoped by service type and size 

threshold, and is not due to commence until 2027.14 The European Union similarly scopes its 

platform obligations by service type and size rather than by product category.15 

DECA recommends that s 5-4(1)(c), and the accompanying guidance, build in flexibility so that the 

licence-verification duty recognises transitional, no-action and registration statuses, and so that a 

platform may reasonably rely on an advertiser’s registration (for example, AUSTRAC digital currency 

exchange registration) and self-certification of regulatory status, rather than being required to make 

its own definitive licensing determination. At a minimum, the duty should not bite on a digital asset 

advertiser until the sector’s own licensing regime has commenced and a clear, verifiable licence 

status exists. 

6. Definitional uncertainty at the edges of “digital platform” 

The designated social media and instant messaging definitions turn on whether the relevant social or 

messaging function is “ancillary or incidental” to another service.16 Digital asset and Web3 services 

16Designation 2026, ss 5 and 7, including the qualification that a service is not captured where the relevant messaging or 
social interaction is ancillary or incidental to another service, and the accompanying worked examples (for instance, 
communication features within online gaming). 

15Regulation (EU) 2022/2065 (Digital Services Act), trader traceability (“know your business customer”) obligations for 
online marketplaces under Articles 30 to 31, and systemic-risk obligations for very large online platforms designated above 
the threshold of 45 million average monthly active users under Article 33. 

14Online Safety Act 2023 (UK), fraudulent advertising duties applying to services categorised by Ofcom as Category 1 
(user-to-user) or Category 2A (search), with the duties commencing from 2027. Scope is determined by service type and 
size thresholds rather than by sweeping in particular product categories. 

13United Kingdom Financial Conduct Authority, cryptoasset financial promotions regime, in force 8 October 2023. There are 
four lawful routes to promote qualifying cryptoassets to UK consumers: communication by an authorised person; approval 
by an authorised person; communication by a cryptoasset business registered with the FCA under the Money Laundering 
Regulations; or reliance on an exemption. 

12Draft code, s 5-4(1)(c). Before publishing an advertisement, a regulated digital platform must verify that, where the 
advertised product or service requires the advertiser to hold a licence in Australia, the advertiser holds the requisite 
licence. 
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increasingly bundle social or messaging features: wallet-to-wallet chat, community feeds, 

marketplaces with social layers, and decentralised social applications. There is genuine uncertainty 

about when such features tip a digital asset business into “regulated digital platform” status, with the 

user-verification and advertiser-verification duties that follow.17 

DECA recommends that the explanatory materials confirm that a digital asset trading, custody or 

wallet service whose social or messaging features are ancillary to its core financial or technical 

service is not, on that basis, a designated social media or instant messaging service, and that worked 

examples be added (mirroring the online-gaming examples already in the Designation) to give the 

sector certainty. 

7. Proportionality, smaller entities and implementation 

Much of the digital economy is made up of small and early-stage businesses. The “reasonable 

systems, processes and resources” standard, and the civil penalty regime, should be applied with 

genuine and consistent proportionality to the type and scale of the service. The draft code already 

recognises this in places, for example by directing regard to whether compliance investment is 

commensurate with the scale of the service.18 DECA recommends that this commensurability 

principle be stated consistently across the governance, prevention, detection and disruption 

provisions, rather than appearing only in some, so that smaller providers are not held to standards 

calibrated for major institutions. 

Proportionality must also extend to the financial liabilities the framework creates, not only to the 

systems and resources it requires. The Internal Dispute Resolution position paper proposes that 

regulated entities automatically reimburse verified scam losses below $3,000, on the basis that most 

complaints fall beneath that figure.19 DECA understands the efficiency rationale, but draws Treasury's 

attention to a different proportionality problem: a flat $3,000 automatic-reimbursement expectation 

is proportionate to the value of the loss, but not to the size of the entity. Scams generate high 

complaint volumes, and a smaller operator could be required to reimburse up to $3,000 per 

complaint, or an equal share of it where several entities are involved, without any assessment of 

fault, in numbers that a major institution would absorb but that could be fatal to a small business. 

Two features of the proposed settings compound this. First, liability is to be apportioned equally 

between breaching entities, with deviation available only by unanimous agreement, so a small 

operator may carry half of a loss even where a much larger co-regulated entity played the greater 

role. Second, the apportionment guidelines will not take account of the role of non-regulated 

entities, which means a regulated operator cannot reduce its share by reference to the actual 

scammer. Layered on top is the external dispute resolution vector: consumers may escalate to the 

Australian Financial Complaints Authority (AFCA), whose per-complaint fee model imposes costs on 

the member entity largely regardless of the outcome. For a small operator facing a high volume of 

19 The Treasury, Internal Dispute Resolution under the Scams Prevention Framework: Position Paper (May 2026). The paper 
proposes that verified scam losses below $3,000 be automatically reimbursed (split equally where multiple entities are 
involved), that liability otherwise be apportioned equally between breaching entities with deviation only by unanimous 
agreement, that the role of non-regulated entities not be considered, and that AFCA act as the external dispute resolution 
scheme.  

18Draft code, ss 2-2(1)(a), 2-7(3)(e) and 5-7(2)(e), each of which already contemplates that compliance investment should 
be commensurate with the type and scale of the regulated service. 

17Draft code, s 5-3 (user verification) and Designation 2026, ss 5 and 7. 
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scam complaints, automatic reimbursements, equal-split liability and accumulating AFCA fees can 

together amount to an existential cost, irrespective of whether the operator did anything wrong. 

DECA therefore recommends that the proportionality principle be expressed to scale to the type and 

size of the entity, not only to the value of the loss. The $3,000 automatic-reimbursement 

expectation, the equal-apportionment default and the AFCA cost model should each be capable of 

adjustment for smaller operators, so that the framework does not inadvertently remove the smaller 

and newer participants that contribute most to competition and innovation in the digital economy. 

DECA also encourages the regulators to adopt an education-first, supervisory posture in the early 

years of the framework, to publish clear guidance ahead of commencement, and to engage the 

digital economy sector directly so that obligations are understood and capable of being met. We 

would welcome the opportunity to assist Treasury and the regulators in developing 

sector-appropriate guidance. 

Consolidated recommendations 

DECA recommends that Treasury: 

1.​ Confirm in the explanatory materials that any future expansion of the SPF to additional 

sectors, including any digital asset or payments sector, will be preceded by dedicated 

consultation and cost-benefit analysis, and that obligations will be re-engineered for any new 

sector rather than transposed from the banking or digital platforms codes. 

2.​ Ensure that “high-risk” under s 3-4, and “limiting” action under s 3-7, are assessed on 

transaction-specific, evidence-based indicators, and state in the explanatory statement that 

the code does not license blanket de-risking of payments to a lawful category of business 

such as registered digital asset exchanges, consistent with the Government’s debanking 

commitments. 

3.​ Require that targeted warnings under s 3-5 be accurate and neutral and not stigmatise lawful 

digital asset activity. 

4.​ Confirm that the purchased payment facility limb of the banking designation is confined to 

ADI-issued facilities, and that any application of the SPF to non-ADI stored-value, stablecoin 

or tokenised-money arrangements would require separate designation and consultation. 

5.​ Amend s 5-4(1)(c) and the related guidance so that the advertiser licence-verification duty 

recognises transitional, no-action and registration statuses; permits reasonable reliance on 

registration (such as AUSTRAC registration) and advertiser self-certification; and does not 

bite on digital asset advertisers until the sector’s own licensing regime has commenced and a 

clear, verifiable licence status exists. 

6.​ Confirm in the explanatory materials, with worked examples, that a digital asset service 

whose social or messaging features are ancillary to its core service is not thereby a 

designated social media or instant messaging service. 

7.​ State the commensurability (proportionality-to-scale) principle consistently across the 

governance, prevention, detection and disruption provisions, and adopt an education-first 

regulatory posture with clear pre-commencement guidance. 
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8.​ Express the proportionality principle so that it scales to the type and size of the regulated 

entity, not only to the value of the loss, and ensure the $3,000 automatic-reimbursement 

expectation, the equal liability-apportionment default, and the external dispute resolution 

(AFCA) cost model are each capable of adjustment for smaller operators, so that they do not 

become an existential cost regardless of fault. 

Closing 

DECA thanks Treasury for the opportunity to contribute and reiterates its support for the objectives 

of the Scams Prevention Framework. We would welcome the opportunity to discuss this submission 

and to work with Treasury and the regulators on guidance that protects consumers while allowing 

Australia’s digital economy to continue to grow. This submission may be published. Please contact 

DECA if any clarification would assist. 

Digital Economy Council of Australia 
25 June 2026 
Contact: Alec O’Sullivan, Head of Operations 
Alec@deca.org.au 
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