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Summary of DECA's Position

DECA welcomes the Government's consultation and supports the proposed policy positions as a
sensible, balanced foundation for a Commonwealth VC Trust Framework. Across this submission,
DECA makes four recurring recommendations:

e Align with international instruments. The framework should draw on the UNCITRAL Model Law
on the Use and Cross-border Recognition of Identity Management and Trust Services (MLIT)
and the European Union's EUDI Wallet experience to ensure Australia's settings are consistent
with emerging global practice and support cross-border recognition.

e Encourage privacy-enhancing technologies. Zero-Knowledge Proofs (ZKPs) should be
recognised throughout the framework as a preferred method of achieving data minimisation,
selective disclosure and reduced liability exposure.

e Design for interoperability from the outset. Recognition of multiple international standards,
supported by national interoperability profiles and a reference architecture, will avoid
fragmentation and position Australia within regional digital economy initiatives.

e Keep the framework flexible for emerging use cases. The framework should accommodate
credentials held by non-individuals and architectures that verify continuously updated
operational evidence, not only static, point-in-time attestations.
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Part A: High-Level Questions

A(a). How might the adoption of VCs enhance economic efficiency and help to grow productivity in
Australia? How are these effects distinguishable from other ways of accessing and using
credentials?

Verifiable credentials can materially reduce the time, cost and friction of credential verification.
Real-time cryptographic verification and selective disclosure remove much of the repeated data
collection and manual processing that characterise traditional methods. These effects are
distinguishable from other approaches because VCs support privacy-preserving verification, including
through Zero-Knowledge Proofs, and lower the administrative burden on issuers and verifiers
simultaneously.

The regional context sharpens the opportunity. The ASEAN Digital Economy Framework Agreement
(DEFA) study projects the ASEAN digital economy could reach USS2 trillion by 2030. A well-designed
Australian VC framework, aligned with international standards, would help Australia capture
comparable productivity gains and participate more effectively in regional digital trade.

VCs also create greater economic value when combined with broader trust and verification
infrastructure capable of supporting continuously updated operational information, not only static
credentials. Many future applications, including Al agents, digital trade, automated compliance and
programmable financial products, will rely on trusted, machine-readable operational evidence that
evolves over time.

A(b). What use cases for the adoption of VCs do you think are viable in Australia? Which are the
most valuable and/or important for the Commonwealth to explore?

DECA considers the highest-value use cases to be digital qualifications, occupational licences,
working with children and vulnerable people checks, and entitlement verification. Each delivers clear
benefits for issuers (reduced fraud and administrative cost) and verifiers (faster, more reliable
checks). The Commonwealth should prioritise use cases with strong potential for domestic and
international interoperability. The European Digital Identity (EUDI) Wallet demonstrates the value of
supporting both high-assurance government credentials and educational and professional
qualifications within a single interoperable system.?

DECA also encourages the Commonwealth to consider operational credentials as an emerging class
of use case, where a credential represents continuously updated operational performance rather
than a static fact. Supporting these use cases from the outset will future-proof the framework as
digital trade, Al and programmable financial ecosystems mature.

A(c). Are you or your organisation using, or likely to make use of, VCs? If so, how, and what role(s)
would you be performing in a VC system?

DECA expects to engage with VCs primarily as a verifier, streamlining credential checks for members
and partners, and may explore an issuer role for certain professional or compliance-related
credentials in future. DECA's central interest is in ensuring that VC implementations are secure,

'ASEAN, 'ASEAN DEFA Study Projects Digital Economy Leap to US$2tn by 2030':
https://asean.org/asean-defa-study-projects-digital-economy-leap-to-us2tn-by-2030/

2European Commission, European Digital Identity (EUDI) Wallet, established under Regulation (EU) 2024/1183 amending
the elDAS Regulation: https://commission.europa.eu/topics/digital-economy-and-society/european-digital-identity_en
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interoperable, privacy-preserving and aligned with international instruments such as the UNCITRAL
Model Law on the Use and Cross-border Recognition of Identity Management and Trust Services
(MLIT).2

A(d). What is the nature and scale of investment that you think is needed to adopt VCs?

Investment will be needed in secure digital wallet infrastructure, trust services, integration with
existing systems, staff capability and accessibility features. While initial costs for individual
organisations may be moderate, broader national investment in standards alignment, interoperability
testing and privacy-enhancing technologies, including Zero-Knowledge Proofs, will be necessary to
achieve meaningful adoption and lasting economic benefit.

A(e). Are there any barriers preventing Australians from making greater use of VCs, whether as
holders, verifiers or issuers?

Key barriers include limited digital literacy and device access among some cohorts, uncertainty
around standards and interoperability, and concerns about privacy and data control. For issuers and
verifiers, the absence of clear, practical guidance and trusted infrastructure also inhibits
participation. These barriers can be mitigated through strong accessibility requirements and
alignment with internationally recognised principles such as those in the MLIT.

Adoption may also be constrained if the trust framework assumes a single issuer-verifier model
suited only to credentials where the issuer is the authoritative source of the underlying claim, such
as licences or qualifications. Emerging use cases may rely on independently assured evidence drawn
from multiple data sources before a credential is issued or dynamically updated. In these scenarios
the issuer relies on specialised assurance processes rather than directly establishing every underlying
claim, and verifiers rely on that independently assured evidence rather than reproducing the
assurance process themselves. The framework should therefore distinguish between verification that
a credential is authentic and valid for use, and assurance of the underlying operational claim on
which the credential is based.

A(f). What matters should a Commonwealth Trust Framework that prioritises interoperability and
consumer protection address so that it is effective? Would it be useful beyond a Commonwealth
agency audience?

An effective framework should address standards alignment, privacy by design (including support for
Zero-Knowledge Proofs), clear roles and responsibilities, liability settings and mechanisms for
cross-border recognition. Drawing on the MLIT would strengthen legal clarity and consumer
protection. DECA considers the framework would be highly useful beyond Commonwealth agencies,
particularly for state and territory governments, educational institutions and private sector
organisations.

A(g). What are your views on the proposal for the framework to be guidance-based rather than
regulatory? What limitations and trade-offs should the Government consider?

DECA supports a guidance-based approach in the initial stages. It allows flexibility and faster
innovation while the ecosystem matures. The Government should nonetheless monitor adoption and
effectiveness, retaining the option to introduce targeted measures in high-risk areas if needed. The

3UNCITRAL, Model Law on the Use and Cross-border Recognition of Identity Management and Trust Services (MLIT),
adopted 2022: https://uncitral.un.org/sites/default/files/media-documents/uncitral/en/mlit_en.pdf
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core trade-off is between speed and flexibility on one hand and consistent national and international
interoperability on the other. The MLIT and the European experience with the EUDI Wallet offer
useful models for striking this balance.

A(h). What are the challenges to achieving domestic and international interoperability of VCs and
digital wallets, and how might they be overcome?

The principal challenges are differing technical standards, varying levels of assurance and
inconsistent trust frameworks across jurisdictions. These can be addressed through active
participation in international standards development, alignment with global approaches such as the
EUDI Wallet (which supports multiple standards including W3C and ISO/IEC), and the development of
clear national interoperability profiles. Support for Zero-Knowledge Proofs and open protocols will be
important for achieving both domestic and regional interoperability, particularly in the context of
ASEAN digital economy initiatives.

A(i). What sorts of behaviour need to be guarded against or encouraged in a broader VC system?

The framework should guard against issuer tracking of VC usage, excessive data collection by verifiers
and the emergence of closed ecosystems that limit user choice. It should encourage
privacy-preserving practices, support for Zero-Knowledge Proofs, genuine user control over data and
transparent security practices. Behaviours that promote interoperability and inclusion should be
actively encouraged.

A(j). How can VCs help to improve the inclusivity of government services? Are there any potential
barriers to inclusion that VCs might inadvertently introduce?

VCs can improve inclusivity by providing more convenient and accessible ways to prove identity and
entitlements, provided they are designed with accessibility features from the outset. They also risk
excluding people without suitable devices, reliable internet or sufficient digital skills. DECA strongly
supports maintaining genuine alternative options, as outlined in Module G, and recommends that
the framework draw on the inclusion principles in the MLIT to mitigate these risks.

A(Kk). Is the approach proposed for managing the complexities of a multi-standards environment fit
for purpose? Are there alternative approaches the Government should consider?

The proposed multi-standards approach is pragmatic and fit for purpose. Allowing issuers to select
the most appropriate widely accepted international standard preserves flexibility. DECA recommends
the Government also develop clear interoperability profiles and a reference architecture, drawing on
the EU's experience with the EUDI Wallet, which successfully supports multiple standards (including
W3C Verifiable Credentials and ISO/IEC) within a single interoperable system.

A(l). What challenges, risks and potential drawbacks should the Government be aware of from the
adoption of VCs, and how can these be mitigated?

Key risks include digital exclusion, security vulnerabilities, privacy harms and fragmentation if
interoperability is not prioritised. There is also a risk of under-adoption if the framework remains too
high-level to be actionable. These risks can be mitigated through a principles-driven trust framework
aligned with the MLIT, strong accessibility requirements, support for Zero-Knowledge Proofs and
ongoing monitoring of equity and security impacts. International alignment with frameworks such as
the EUDI Wallet would further help manage these risks.
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Part B: General Questions

These questions apply to every module and proposed policy position in Part B.

B-Gen(a). Do you agree with the proposed policy positions?

DECA generally agrees with the proposed policy positions across Part B. They provide a sensible and
balanced foundation, particularly the emphasis on privacy, voluntariness, interoperability and a
guidance-based approach. DECA supports the overall direction while recommending stronger
alignment with international instruments, in particular the MLIT and the EU's approach to the EUDI
Wallet under the revised elDAS regulation, to keep Australia's framework consistent with emerging
global best practice.

B-Gen(b). What alternatives might the Government consider?

The Government should consider developing a clearer pathway for evolving the guidance-based
framework into more structured arrangements over time, drawing on models such as the EU's
qualified trust services framework and the principles in the MLIT. DECA also recommends stronger
incentives for the adoption of privacy-enhancing technologies, particularly Zero-Knowledge Proofs,
and the development of national interoperability profiles aligned with both European and ASEAN
digital economy initiatives.

B-Gen(c). What opportunities might these policy positions create for Australia?

The policy positions can create substantial opportunities: improved productivity, reduced
administrative cost and enhanced trust in digital services. With the ASEAN digital economy projected
to reach USS2 trillion by 2030, a well-designed Australian framework alighed with international
standards would position Australia to participate effectively in this growing regional market through
improved cross-border interoperability and credential recognition.

B-Gen(d). What risks or challenges should the Government be aware of in relation to the proposed
policy positions?

Risks include digital exclusion, inconsistent implementation across jurisdictions and under-adoption if
guidance remains too high-level. Security and privacy risks will require ongoing attention. DECA
recommends the Government consider the risk mitigation approaches in the MLIT, particularly
around consumer protection, liability and trust service governance, as well as the EU's lessons in
balancing innovation with regulatory safeguards in the EUDI Wallet ecosystem.

B-Gen(e). Are there any additional matters the Government should consider (for example,
undesirable consequences or additional trade-offs)?

The Government should give further consideration to long-term international alignment and
post-quantum cryptography readiness. The framework should support both domestic needs and
future participation in regional and global digital identity ecosystems; drawing on the MLIT and the
EUDI Wallet approach would help Australia avoid fragmentation. DECA also suggests establishing
clear metrics to evaluate the effectiveness of the policy positions over time.

The framework should not inadvertently constrain innovation by treating VCs solely as
representations of static facts or point-in-time attestations. Many emerging use cases, including
supply chain assurance, digital trade, Al agents, sustainability reporting and programmable finance,



depend not only on trusted credentials but also on ongoing verification of operational data that
changes over time. The framework should remain flexible enough to support both traditional VCs
and future architectures that enable trusted, machine-readable streams of verified operational data,
allowing credentials and live operational evidence to work together.

Finally, the digitisation of existing credentials into VC formats should not unintentionally entrench
limitations of the underlying assurance process. Where technology enables more timely,
evidence-based assurance, the framework should support those improvements rather than
replicating legacy point-in-time certification models.

B-Gen(f). Are you aware of any published research, user testing or other work appropriate to
further inform the Government's policy development?
DECA recommends the Government review the following resources:

e The UNCITRAL Model Law on the Use and Cross-border Recognition of Identity Management

and Trust Services (MLIT), which provides internationally developed principles on identity
management, trust services and consumer protection.

e The European Commission's work on the EUDI Wallet, including its approach to multi-standard
interoperability, privacy by design and qualified trust services.

e Research and projections related to the ASEAN Digital Economy Framework Agreement (DEFA),
particularly on the economic benefits of digital interoperability in the region.

Together, these resources would inform a framework that supports domestic objectives and
Australia's participation in broader regional and global digital identity ecosystems.
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Part B: Policy-Specific Questions

Module A: Selection of Commonwealth Use Cases

Proposed positions: A1 (cost-benefit analysis required), A2 (issuance must be lawful), A3 (issuance must be
consistent with Commonwealth policies).

1. What factors should Commonwealth agencies consider in evaluating the merits of any particular
VC use case (as issuer and/or verifier)?

DECA supports the proposed positions in Module A. Requiring a cost-benefit analysis before issuing
Commonwealth VCs (A1) is essential to ensure public resources deliver genuine value, consistent
with the efficiency and productivity goals in Part A. DECA also supports the requirements that
issuance be lawful (A2) and aligned with existing Commonwealth policies (A3). In addition, the
framework should encourage the use of Zero-Knowledge Proofs in appropriate use cases, as this
technology maximises privacy benefits while still delivering the intended efficiency outcomes.

Module B: Issuers

Proposed positions: B1 (full life-cycle management), B2 (VCs issued to the correct person), B3 (identity proofing
proportionate to risk), B4 (data minimisation in VC design), B5 (intermediaries may issue on behalf of issuers
where standards conformance is achieved).

1. What principles should guide issuers in assessing risk as part of their VC issuance processes?

Risk assessment for issuance should be guided by proportionality, transparency and privacy by
design. Identity proofing should remain risk-based and proportionate to the sensitivity of the
credential and the potential harm of misuse, consistent with B3. Issuers should also assess the
trustworthiness of the receiving digital wallet, including its security features and support for
advanced privacy technologies. Wallets that support Zero-Knowledge Proofs warrant positive
consideration, as they significantly reduce privacy and data exposure risks during and after issuance.

2. How might issuers approach data minimisation at the point of issuance, while remaining open to
innovation?

DECA supports a strong focus on data minimisation at issuance, in line with B4. Issuers should include
only the attributes strictly necessary for the intended use case. The framework should encourage
Zero-Knowledge Proofs as a core method of achieving this: ZKPs allow issuers to create credentials
that support selective disclosure, enabling holders to prove specific claims without revealing full
underlying data. This delivers stronger privacy outcomes than traditional attribute-based credentials
while leaving room for innovation.

3. Are any amendments needed to allow for VCs held by non-individuals (such as devices, or
credentials accompanying products through a supply chain)?

DECA supports the current positions but recommends a minor clarification to explicitly
accommodate VCs held by, or bound to, non-individual entities, including devices, 10T systems and
credentials attached to goods in supply chains. Guidance under B2 and B5 should confirm that
issuers may issue VCs to non-individual holders where appropriate controls and standards
conformance are maintained. Zero-Knowledge Proofs are particularly valuable here, allowing
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verification of attributes such as authenticity or chain of custody without exposing sensitive
commercial or operational data.

For trade and supply chain use cases specifically, the framework should be designed to complement
the UNCITRAL Model Law on Electronic Transferable Records (MLETR).* VCs bound to goods or trade
documents will deliver the greatest benefit where Australia's settings support the legal recognition of
electronic transferable records alongside the technical verification of credentials.

DECA also highlights that Part B (section 3.2.3) correctly identifies Al agents as prospective credential
holders. This warrants deliberate treatment rather than a passing reference. Where a VC authorises
an Al agent to act for a person or business, the framework should address the scope of delegated
authority, rapid revocation when authority is withdrawn, and a clear accountability chain back to the
responsible legal person. Getting these settings right early would position Australia well as agentic Al
transactions become commonplace.

Beyond devices and products, consideration should also be given to credentials representing ongoing
operational states rather than fixed attributes. Future architectures should support verifiable
operational evidence that can evolve throughout an asset or organisation's lifecycle while
maintaining provenance and auditability.

Module C: Verifiers

Proposed positions: C1 (verified VC equivalent to physical credential), C2 (only reasonably necessary data
requested), C3 (data stored and secured appropriately), C4 (no additional requirements for verifiers by default),
C5 (additional requirements possible for high-risk credentials), C6 (verifiers may apply their own risk models),
C7 (refusals must not contradict legislative obligations).

1. Is there utility in a voluntary register, where verifiers undergo an assurance check to be listed as
'trusted verifiers'?

Yes. A voluntary register of trusted verifiers has clear utility, particularly for higher-risk or
higher-volume use cases. A well-designed voluntary scheme could give issuers and holders greater
assurance while preserving the light-touch default in C4. Any assurance process should recognise the
use of Zero-Knowledge Proofs as a positive factor, since ZKPs materially reduce the personal data
handled by the verifier. This would reward privacy-enhancing practice while still providing meaningful
assurance.

2. What approaches could facilitate voluntary registration and/or assurance of verifiers, and
controls for high-risk use cases?

DECA supports a flexible, risk-based approach. For voluntary registration, a principles-based
assurance model is preferable to heavy prescription, allowing verifiers to demonstrate appropriate
security, privacy and operational controls. For high-risk credentials, DECA supports the Government's
ability to impose additional requirements under C5, provided these are proportionate and clearly
defined. Assurance frameworks should explicitly recognise the adoption of Zero-Knowledge Proof
capability, which materially reduces privacy and data security risk for verifiers handling sensitive
credentials.

‘UNCITRAL, Model Law on Electronic Transferable Records (MLETR), 2017. The MLETR enables the legal use of electronic
transferable records such as bills of lading and promissory notes.
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3. What lessons might the Government draw from international experiences with verifier
assurance frameworks?

The Government should examine international models that balance assurance with adoption. The EU
has taken the opposite default to that proposed in this paper: under the revised elDAS regulation,
relying parties seeking to accept EUDI Wallet credentials must register in their member state and
declare the data they intend to request, giving holders transparency about who is asking and why.
The lesson is twofold. First, registration regimes can be kept lightweight and transparency-focused
rather than becoming heavy assurance gateways. Second, Australia's proposed voluntary register
could capture much of the trust-signal and transparency benefit of the EU model without imposing
the mandatory participation burden that risks slowing adoption. Any Australian scheme should also
recognise privacy-enhancing technologies such as Zero-Knowledge Proofs as a positive assurance
factor.

Module D: Digital Wallets

Proposed positions: D1 (wallet of choice), D2 (VCs only issued to and accepted from trusted wallets), D3
(Commonwealth wallet decisions per the Digital Access Standard).

1. What are the merits of supporting people to use their 'wallet of choice’, and how might OEM
wallets be considered in such a policy?

DECA strongly supports the wallet of choice principle (D1). Allowing individuals to select their
preferred wallet improves user experience, promotes competition and supports adoption. The
verifiable Legal Entity Identifier (vLEl) initiative led by GLEIF demonstrates the benefits of this
approach: legal entities can issue and present verifiable credentials that are stored and used across a
wide range of wallets rather than being locked into a single proprietary system.”> Emerging global
digital identity initiatives are similarly being designed to work across multiple wallets, reinforcing the
value of wallet interoperability. OEM wallets such as Apple Wallet and Google Wallet should be
eligible under the framework, provided they meet clear trust and security criteria. This aligns with
the inclusion and user-centric goals in Part A.

2. Should the trust framework include guidance on criteria for determining whether a digital wallet
is trusted and, if so, what criteria?

Yes. DECA supports clear guidance on trusted wallet criteria under D2. Useful criteria include security
standards, tamper resistance, support for selective disclosure, user control features, accessibility and
regular independent security audits. Support for Zero-Knowledge Proofs should be recognised as a
positive criterion, enabling users to prove claims without revealing unnecessary personal data. Clear,
transparent criteria would help issuers and verifiers make consistent trust decisions.

3. What models might be relied upon for determining whether to trust a digital wallet?

DECA recommends prioritising models aligned with Web3 principles of decentralisation, user
sovereignty and interoperability. A purely centralised register risks creating single points of control
and limiting innovation. A hybrid model is preferable, combining cryptographic trust mechanisms
with lightweight, non-mandatory guidance. Trust should primarily be established through open
standards such as Decentralised Identifiers (DIDs) and cryptographic verification, allowing issuers and

°Global Legal Entity Identifier Foundation (GLEIF), the verifiable Legal Entity Identifier (VLEI) ecosystem:
https://www.gleif.org/en/vlei
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verifiers to independently assess a wallet's technical capabilities, including its support for
Zero-Knowledge Proofs.

Real-world examples support this direction. The vLEI ecosystem enables decentralised verification of
legal entity credentials across multiple wallets without a single central registry, and Self-Sovereign
Identity frameworks built on open protocols (such as DIDComm and verifiable credentials on
distributed ledgers) demonstrate how trust can be established in a decentralised manner while still
allowing optional guidance or community-driven reputation systems. This approach better supports
long-term innovation, resilience and the user-centric vision in Part A.

Module E: Commonwealth Trust Services

Proposed positions: E1 (primary purpose is supporting Commonwealth-issued VCs), E2 (trust services open by
default to all verifiers), E3 (multiple Commonwealth trust services possible across domains).

1. What opportunities may arise from extending the use of Commonwealth trust services as shared
government infrastructure?

There are substantial opportunities. A well-governed shared service could significantly improve
interoperability between Commonwealth agencies and support consistency in how VCs are verified.
Extending these services would also position Australia to contribute to global harmonisation of trust
frameworks by aligning with international standards such as those from I1SO and W3C, facilitating
smoother regional information sharing and cross-border recognition over time. Any shared
infrastructure should be designed with Zero-Knowledge Proof capability from the outset to support
privacy-preserving interoperability.

2. What are the merits of opening Commonwealth trust services to non-government issuers whose
credentials are broadly relied upon (for example, universities, vocational providers and care
economy providers)?

DECA supports opening Commonwealth trust services to selected non-government issuers where
credentials are widely relied upon. This could deliver strong public benefit by enabling trusted
verification of qualifications and professional credentials. The merits are particularly strong through
the lens of interoperability and global harmonisation: enabling universities and vocational providers
to use Commonwealth trust services could improve international recognition of Australian
qualifications. Any expansion should prioritise alignment with global standards to support regional
information sharing and reduce friction in cross-border credential verification, with Zero-Knowledge
Proof support encouraged to protect sensitive personal and professional data.

3. If trust services become shared infrastructure, what issues (charging, liability, redress) would
need to be overcome, and how?

Extending trust services as shared infrastructure will require careful management of charging
models, liability and redress. DECA recommends transparent, cost-recovery-based charging
structures that do not create barriers to adoption or interoperability, alongside clear liability
frameworks and independent redress mechanisms. These settings should be designed so as not to
hinder future alignment with international trust frameworks. Incorporating Zero-Knowledge Proof
capability can also mitigate privacy-related liability by reducing the personal data processed through
the trust service.
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DECA further encourages the Commonwealth to consider the future role of trust services beyond
credential validation alone. As digital ecosystems mature, trust services may increasingly underpin
verification infrastructure for continuously updated operational evidence alongside traditional VCs,
enabling trusted data exchange across ecosystems and supporting use cases in digital trade, Al
agents, supply chain assurance and sustainability-linked finance.

4. What lessons might the Government draw from international experiences with trust services?

The most instructive models are those that prioritised interoperability, global harmonisation and
regional information sharing. The EU's elDAS framework and the EUDI Wallet offer valuable insights
into building trust services that support both government and qualified private sector participants
while maintaining high interoperability across member states. The vLEI ecosystem is another strong
example of global harmonisation, enabling legal entity credentials to be trusted across borders
without centralised national infrastructure in every jurisdiction. Australia should actively align with
open international standards (ISO and W3C) and design its trust services to support Zero-Knowledge
Proof verification, positioning itself for future regional and global credential ecosystems while
avoiding fragmented or overly centralised approaches.

Module F: Privacy and Consumer Protection

Proposed positions: F1 (existing Australian laws establish protections and obligations), F2 (issuers must not
track individuals' use of VCs).

1. How should the trust framework leverage existing applicable Australian laws for privacy and
consumer protection?

DECA supports leveraging existing Australian law, particularly the Privacy Act 1988 and the Australian
Privacy Principles, as the primary foundation for privacy and consumer protection.® The framework
should clearly map how these laws apply to VCs. DECA also recommends alignment with the MLIT,
which provides internationally recognised principles for balancing trust, privacy and consumer
protection in digital identity systems. Referencing the MLIT would keep Australia's approach
consistent with global best practice while building on domestic legislation.

2. Should the trust framework include guidance on additional VC-specific privacy and/or consumer
protections and, if so, what might these be?

Yes. While existing laws provide a strong base, the unique capabilities of VCs, such as selective
disclosure and holder control, warrant additional practical guidance. This guidance should be
developed in alignment with the MLIT, particularly its principles on user control, data minimisation
and purpose limitation, and should encourage the use of Zero-Knowledge Proofs as a key technical
measure for achieving these outcomes in a privacy-preserving manner.

3. How should the trust framework handle biometrics, including any precedent set by existing rules
such as those for Digital ID?

DECA supports a cautious and proportionate approach to biometrics, building on the strong
safeguards already established under the Digital ID Act 2024.” Biometric data should only be
collected and used where strictly necessary, with explicit consent and robust security protections.

®Privacy Act 1988 (Cth), including the 13 Australian Privacy Principles.
"Digital ID Act 2024 (Cth), Chapter 3, Part 2, Division 2 (Additional Privacy Safeguards).
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The framework should explicitly reference the MLIT when addressing sensitive data categories such
as biometrics, and should state that biometrics must not be required for routine VC verification
where less intrusive methods, including Zero-Knowledge Proofs, can achieve the same outcome.

4. What are the value propositions, risks and challenges of making a record of use available to the
VC owner (but not the issuer), and how might this be implemented so it remains voluntary,
privacy-preserving and secure?

There is genuine value in allowing holders to maintain a voluntary personal record of use, as it
enhances transparency and user control. The feature must remain strictly optional and must not
enable any form of tracking by issuers or verifiers. Key challenges include securing the records and
preventing re-identification. Implementation should use strong encryption and, where appropriate,
Zero-Knowledge Proof techniques, guided by the MLIT principles on user rights, data minimisation
and privacy by design. Records should be stored only in environments controlled by the holder.

Module G: Voluntariness and Inclusion

Proposed positions: G1 (agencies must continue offering alternative options), G2 (VCs as a complementary
digital option alongside existing channels).

1. What are the positive and negative impacts VCs may have on the accessibility and inclusivity of
credentials and government services?

On the positive side, VCs can improve accessibility by enabling people to access and present
credentials anytime and anywhere without carrying physical documents. They also support inclusive
design features such as voice commands, multilingual interfaces, simplified user experiences and
real-time updates. Implemented well, VCs can reduce barriers for people in regional and remote
areas and during service disruptions.

DECA is nonetheless concerned about several negative impacts. VCs depend heavily on access to
compatible devices, reliable internet and sufficient digital literacy, creating a real risk of excluding
older Australians, people with disability, those experiencing socio-economic disadvantage and people
with limited digital skills. People who face barriers obtaining foundational identity documents may
also struggle to obtain VCs, compounding existing exclusion.

DECA strongly supports positions G1 and G2. Maintaining genuine alternatives, both physical and
non-digital, is essential to prevent exclusion. The framework should require agencies to actively
monitor and mitigate digital exclusion risks, and VC services should be designed to accessibility
standards from the outset.

Module H: Interoperability and Standards

Proposed positions: H1 (VCs designed to be interoperable), H2 (Commonwealth to work with states and
territories on standards for nationally interoperable VCs), H3 (issuers select the most appropriate widely
accepted international standard per use case).

1. Are the three international standards-based approaches identified (ISO/IEC, W3C and SD-JWT)
appropriate for recognition in the trust framework?

Yes. DECA supports recognition of all three approaches, as each offers different strengths for
different use cases. The EU's approach under the revised elDAS regulation and the EUDI Wallet
provides a useful precedent: the EU has deliberately chosen to support both W3C Verifiable



Credentials and ISO/IEC 18013-5 within the same wallet infrastructure rather than mandating a
single standard.? This multi-standard model maximises interoperability across member states while
accommodating different levels of assurance. Australia should adopt a similarly pragmatic approach,
allowing issuers to select the most appropriate standard per use case, consistent with H3. DECA also
supports the decision, agreed through the Data and Digital Ministers Meeting, to implement the
initial set of nationally interoperable VCs (driver licences and proof of age cards) using the ISO/IEC
approach, which is a sensible fit for high-assurance, in-person and online presentation of those
credential types.

2. Are you aware of other international VC standards that could be recognised by the trust
framework?

DECA is primarily focused on the three approaches already identified. However, related protocols
such as OpenlD for Verifiable Credentials (OID4VC) and DIDComm are important supporting
standards that enable secure issuance and presentation across different VC formats.’ The framework
would benefit from recognising these protocols, as they enhance interoperability between the core
VC standards. DECA recommends monitoring developments in these areas so the framework remains
aligned with evolving international practice.

3. Would a Commonwealth-developed reference architecture for VC implementations be useful
and, if so, what should it include?

Yes, particularly for promoting consistency and reducing implementation complexity across
government and participating organisations. The reference architecture should include guidance on:
e core technical components and data flows
e security and privacy requirements, including support for Zero-Knowledge Proofs
e interoperability patterns across the recognised standards, and
e recommended approaches for wallet integration and trust service interaction.

Such an architecture would help organisations implement VCs more efficiently while maintaining
alignment with national interoperability goals under H2.

4. What is the feasibility of 'converting' a VC issued under one standard to a different format
between issuance and presentation?

DECA has significant concerns about post-issuance conversion between standards. The European
experience reinforces this view: rather than converting credentials between formats (for example,
ISO/IEC to W3C), the EU is focusing on achieving interoperability at the presentation layer through
common protocols and wallet standards. This preserves the original cryptographic trust chain and
reduces complexity. Australia should similarly prioritise interoperability through open protocols and
selective disclosure mechanisms rather than credential conversion after issuance.

#SO/IEC 18013-5:2021, Personal identification: ISO-compliant driving licence, Part 5: Mobile driving licence (mDL)
application.

°0OpenlD Foundation, OpenlD for Verifiable Credentials (OID4VC) protocol family, covering issuance (OID4VCI) and
presentation (OID4VP).
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Interoperability should also extend beyond credential formats to include interoperable verification of
operational evidence, allowing trusted data to flow across ecosystems regardless of where or how it
was generated.

Module I: Security
Proposed position: 11 (issuers, verifiers, wallet providers and trust service providers should ensure appropriate

security measures are in place).

1. What existing security policies and standards should the trust framework reference, and which
parts are most relevant?

The framework should reference a combination of Australian and international security standards,
including:

e the Australian Government Information Security Manual (ISM) and the ASD Essential Eight
mitigation strategies™

e ISO/IEC 27001 for information security management systems*
e the NIST Cybersecurity Framework and relevant NIST SP 800 series publications, and
e the security requirements of ISO/IEC 18013-5 for mobile driving licence use cases.

The most relevant elements cover cryptographic key management, secure storage of credentials in
wallets, protection against tampering, and secure communication protocols between issuers, wallets
and verifiers. Security controls that support Zero-Knowledge Proof implementations should also be
referenced where applicable.

2. What risks or challenges arise from relying on the security mechanisms within each of the three
candidate VC standards?

Each standard has different security characteristics:

e |ISO/IEC standards (particularly ISO/IEC 18013-5) offer strong, well-defined security
mechanisms suited to high-assurance government credentials, but can be more complex to
implement.

e W3C Verifiable Credentials provide flexibility but place greater responsibility on implementers
to correctly apply cryptographic protections and key management.

e SD-JWT offers a lightweight approach but may require additional safeguards around key
rotation and protection against replay attacks in certain environments.

The framework should require implementers to conduct risk assessments specific to the chosen
standard and supplement it with additional controls where gaps exist. Support for Zero-Knowledge
Proofs should be viewed positively, as reducing the exposure of sensitive data lowers certain security
and privacy risks.

3. What other technical standards include security mechanisms that could complement the three
candidate VC standards?

®Australian Signals Directorate, Information Security Manual (ISM) and Essential Eight mitigation strategies.
1SO/IEC 27001:2022, Information security, cybersecurity and privacy protection: Information security management
systems.



Complementary standards that would strengthen security across VC implementations include:

e FIDO2 and WebAuthn for secure user authentication to wallets

e the OpenlD for Verifiable Credentials (OID4VC) protocols, which include security considerations
for issuance and presentation

e the DIDComm messaging protocol for secure, encrypted communication, and

e relevant parts of ISO/IEC 29115 (entity authentication assurance) and NIST cryptographic
standards, including the finalised post-quantum standards FIPS 203 (ML-KEM), FIPS 204
(ML-DSA) and FIPS 205 (SLH-DSA), published in August 2024.

These can be layered on top of the core VC standards to improve overall security posture, particularly
around authentication, secure key storage and encrypted data exchange.

4. Should the trust framework include guidance reflecting best practice and industry norms and, if
so, how should these be incorporated?

Yes. Rather than being overly prescriptive, this guidance should be risk-based and outcome-focused,
incorporated as:

e non-mandatory but strongly encouraged technical guidance

e clear mapping to existing standards such as the ISM and ISO/IEC 27001

e practical implementation examples and security checklists, and

e specific recommendations on adopting Zero-Knowledge Proofs where they can reduce data
exposure and associated security risk.

This approach would help organisations implement secure VC solutions while retaining the flexibility
to adopt evolving best practice.

Finally, future implementations will increasingly involve trusted operational data that changes over
time rather than static credentials alone. Security settings should therefore consider not only the
authenticity of a credential at issuance, but also the integrity, provenance and lifecycle management
of associated operational evidence throughout its useful life.

Concluding Remarks

DECA thanks the Department of Finance for the opportunity to contribute to this consultation and
would welcome further engagement as the Commonwealth VC Trust Framework is developed. DECA
and its members are available to provide additional technical input, including on privacy-enhancing
technologies, interoperability profiles and emerging operational credential use cases.
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